SSH Single Sign On

User userl on host SRVI gains access SRV2 (with user2 identity) without interactive user/password

authentication using the key-pair based authentication, as follows:

1.

userl generates a pair of RSA keys on SRVI:

[user1@RV1 ~]$ ssh-keygen

Cenerating public/private rsa key pair.

Enter file in which to save the key (/home/userl/.ssh/id rsa):
Created directory '/hone/userl/.ssh'.

Ent er passphrase (enpty for no passphrase):

Enter sane passphrase again:

Your identification has been saved in /hone/userl/.ssh/id rsa.
Your public key has been saved in /honme/userl/.ssh/id _rsa. pub.
The key fingerprint is:
41:68:f1:9e:a2:9c:d3:fe:d4: b3: 40: 8d: a0: Oc: a6: 53 user 1@RV1
[user1@RV1 ~] $

userl adds its SRVI public key (~/.ssh/id_rsa.pub) to the authorized keys
(~/ . ssh/ aut hori zed_keys) on users2's home on SRV2:

[user1@RV1 ~]$ cat .ssh/id rsa.pub | ssh user2@RV2 'cat >>
.ssh/aut hori zed_keys'

Passwor d:

[user1@RV1 ~]$

userl logs on SRV2 with user2 identity without password request

[user1@RV1 ~]$ ssh user 2@RV2
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